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AIOps and IT Analytics at the Crossroads:
What’s Real Today, and What’s Most Needed for Tomorrow?
Executive Introduction

What EMA calls advanced IT analytics (AIA) most directly refers to what most in the industry call AIOps
currently, along with IT operations analytics and digital operations. While each of these terms is associated
with some precise definitions, they nevertheless often float among other categories, such as big data, AI,
and machine learning without clear boundaries in the minds of many in the industry.
The goal of this research was to create a roadmap of what technologies are really in use and and most
importantly, to examine the dynamics that separate the most effective AIA deployments from those that
struggle due to a variety of reasons, ranging from technology priorities to organizational and process issues.
This included evaluating use cases ranging from performance and availability management to change
management, to capacity planning and cost management, to end-user experience management, to security
and compliance, to support for cloud and DevOps.
The research done in Q3 of 2018 attracted 300 respondents with roughly two-thirds in North America and
one-third Europe. Some of the highlights were:
• In addressing types of analytics, EMA identified AIOps, big data, end-user experience (EUE)
analytics, security-specific analytics, and capacity analytics. Before filtering for quota, big data
was the most prevalent company-wide at 67%, with capacity analytics least prevalent at 43%.
◦◦ However, because AIOps was the core focus for the research, final percentages
after quotas were: AIOps at 65%, big data at 12%, EUE analytics at 10%,
security-specific analytics at 11% and capacity-specific analytics at 2%.
◦◦ AIOps led in terms of success, diversity of use cases, and overall technical advantages.
• Prioritized “actively using” use cases were:
◦◦ Cross-domain performance and availability – 87%
◦◦ Capacity management – 73%
◦◦ DevOps – 72%
◦◦ EUE – 71%
◦◦ SecOps – 69%
◦◦ Change management – 65%
• Executive leadership in terms of strategy, deployment, and purchasing/
investment was predominant and correlated strongly with success.
• Best practices were actively pursued in support of analytics strategies by
63%, and prioritizing best practices also correlated with success.
• Average responses indicated more than 11 different heuristics and
nearly13 different data sources for AIA deployments.
◦◦ While also seeking to assimilate, nearly25 different third-party
monitoring or other toolsets as data sources.
• Capturing interdependencies across the application infrastructure affiliated with success, and
54% of respondents viewed the configuration management database (CMDB) or configuration
management system (CMS) as extremely important for their analytics strategy.
• Average responses indicated 5.16 automation integrations.
◦◦ 83% were using or have plans for using AI bots.
• 74% were actively supporting agile/DevOps needs through their analytics.
◦◦ 95% are supporting or have plans to support IoT.
• The top two roadblocks were data quality issues and products not fully baked yet.
• The top two achieved benefits were improved OpEx efficiencies
within IT and faster time to repair problems.
• 42% believed that AIA value had dramatically exceeded costs.
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AIOps and IT Analytics at the Crossroads:
What’s Real Today, and What’s Most Needed for Tomorrow?
Methodology and Demographics

EMA conducted the research in Q3 2018. In terms of exact numbers, 191 respondents were in North
America and 109 were in Europe. Overall, company size was balanced, starting at the lower mid-tier (500
and above) and progressing to large enterprises (see Figure 1).

How many employees are in your company worldwide?
Less than 250

0%

250-499

0%

500-999

11%

1,000-2,499

24%

2,500-4,999
5,000-9,999

17%
13%

10,000-19,999
20,000 or more

17%
18%

Figure 1: Company size was overall balanced, with 35% small enterprise, 30% mid-tier, and 35% large enterprise.

Respondents were qualified based on requirements that were actively involved in supporting advanced
analytics initiatives, with a 65 percent minimum quota on AIOps (or IT operations analytics, or digital
operations). Other analytics accepted included big data, end-user experience analytics, security-specific
analytics, and capacity analytics. Respondents were also qualified based on whether they were:
• Hands-on stakeholders (33%)
• Data scientists (12%)
• Managerial (39%)
• Technical stakeholders/advisors (12%)
• Business stakeholders (4%)
Those who were only aware of advanced analytics initiatives, but not directly involved, were disqualified.
Other demographic highlights include:
• Strong executive presence with 40% VP or above.
• Leading verticals were ISVs, manufacturing, banking/finance, and high-tech service providers.
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AIOps and IT Analytics at the Crossroads:
What’s Real Today, and What’s Most Needed for Tomorrow?
Overall Analytic and Use Case Priorities
EMA targeted AIOps as its core direction for advanced IT
analytics because it most closely aligned to EMA’s view of
advanced IT analytics in attributes, such as:
• Assimilation of data from cross-domain sources in
high data volumes for cross-domain insights.
• The ability to access multiple data types, e.g.,
events, KPIs, logs, flow, configuration data, etc.
• Capabilities for self-learning to deliver predictive, and/
or prescriptive and/or if/then actionable insights.
• Support for a wide range of advanced heuristics, such
as multivariate analysis, machine learning, streaming
data, tiered analytics, cognitive analytics, etc.

The goal of this research was to create
a roadmap of what technologies
are really in use and and most
importantly, to examine the dynamics
that separate the most effective AIA
deployments from those that struggle.

• Potential use as strategic overlay that may assimilate or consolidate multiple monitoring investments.
• Support for private cloud and public cloud, as well as hybrid/legacy environments.
• The ability to support multiple use cases, including but not limited to application/
infrastructure performance and availability. AIOps investments, for instance, supported all
use cases examined in this research, often outstripping more niche approaches in terms
of active support. AIOps led over security-specific analytics in showing active support
for the use case for integrated security and operations, whereas a higher percentage of
security-specific analytics respondents were still in deployment or planning stages.

The AIA Landscape

In order to map out the broader AIA-related landscape, EMA also wanted to evaluate AIOps in context with
other operations-related analytics. These included big data, security-specific analytics, end-user experience
(EUE) analytics, and capacity analytics. We asked respondents what was occurring in their IT organizations
and what they were most involved in.
Data before quotas (1054) on what was occurring in their organizations showed the following:
• AIOps, IT operations analytics, digital operations – 57%
• Big data stores for data search – 67%
• End-user experience/customer experience analytics – 61%
• Security-specific analytics – 61%
• Capacity-specific analytics—43%
• Other – 1%
• Don’t know – 7%
Data before quotas (979 respondents) on what they primarily focused on showed:
• AIOps, IT operations analytics, digital operations – 28%
• Big data stores for data search – 26%
• End-user experience/customer experience analytics – 21%
• Security-specific analytics – 18%
• Capacity-specific analytics—3%
• Other – 1%
• Don’t know – 0%
• None of them – 2%
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AIOps and IT Analytics at the Crossroads:
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Figure 2 shows the final sorting based on quotas to prioritize AIOps at a 65 percent minimum, with the final,
select 300 respondents used throughout the report.

What types of analytic investment in support of IT
are YOU primarily engaged in?
AIOps across multiple domains (or IT
operations analytics) (or digital operations)

65%

Big data stores for data search

12%

End-user experience/customer experience
management analytics

10%

Security-specific analytics

11%

Capacity-specific analytics

2%

Other

0%

Don't know

0%

None of the above

0%

Figure 2: Analytic priorities after quotas were directed at strong (65%) AIOps or IT operations analytics
(ITOA) content to align most directly with EMA’s requirements for advanced IT analytics (AIA).

AIOps in Profile

When respondents were asked to align attributes as they perceived them with AIOps, the top five were:
• Dataset aggregation
• Big data analytics
• Higher levels of automation across IT
• Machine learning
• Behavioral analytics
The average response indicated more than seven (7.25) attributes associated with AIOps, showing it to be
well understood as rich in advanced analytics heuristics and other qualities.
Some of the other highlights regarding AIOps versus the other analytic choices (big data, EUE, security and
capacity) included:
• An affiliation with larger enterprises
• Active support for a broader range of use cases
• More likely to be top-down driven by the executive suite
• A greater affinity for applying best practices
• Dramatically broader support for third-party toolset integrations
• Stronger support for integrated automation, including AI bots
• The highest success rate overall

PAGE 4

©2018 Enterprise Management Associates, Inc. All Rights Reserved. | www.enterprisemanagement.com
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Use Case Reviews

In evaluating use cases for company-wide deployments, EMA was
non-restrictive to analytic type. Figure 3 highlights the data, showing that
cross-domain application infrastructure performance was far and away
the most pervasive in terms of active use, while change management
and cost management were least actively in use according to the
research respondents. However, significantly, all use cases were largely
at least in the deployment or planning stage, with single digit answers
for not planning/don’t know. This serves to underscore the growing
diversity of AIA use cases, as technologies evolve to become more
functionally rich and administratively effective, and as IT organizations
become themselves further prepared to work in a more AI-driven mode.

Cross-domain application
infrastructure and
performance

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

Change management

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

Capacity management
and infrastructure
optimization

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

Cost management
(including hybrid and
multi-cloud)

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

DevOps/Agile

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

Actively
using

Currently in deployment,
but not yet using

Planning, but not
yet deployed

Not planning/
don’t know

87%
65%
73%
66%
72%

Integrated security and
operations (SecOps)

69%

End-user
experience/customer
experience management
and business alignment

71%

12%
28%
22%
29%
22%
26%
23%

Figure 3: EMA wanted to assess the active use cases for advanced IT
analytics regardless of specific analytic type company-wide.
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1%
4%
5%
3%
4%
3%
4%

0%
3%
0%
1%
2%
1%
1%

AIOps and IT Analytics at the Crossroads:
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When asked which title was most likely to
lead an advanced analytics strategy across
operations and IT, the executive suite (VP
and above) was the clear winner.

Organization

When asked which title was most likely to
lead an advanced analytics strategy across
operations and IT, the executive suite (VP
and above) was the clear winner, as shown
in Figure 4. Top-down executive leadership
also affiliated strongly with success in AIA
adoption.

Which executive title is most likely to lead your analytics strategy?
IT executive suite (CIO or VP)

50%

Director-level IT

23%

Manager-level IT

16%

CISO/CSO/Chief risk or compliance officer
Chief analytics officer/chief data officer
Business executive (non-IT) line of business
VP or Director of digital business marketing/planning
VP/Director of software engineering/ development
Other

4%
3%
1%
2%
1%
0%

Figure 4: Executive-level (VP and above) when combined with director-level leadership and CISO accounted
for 77% of the leadership affiliated with advanced IT analytics initiatives. Only 16% were at the manager level.

The top five specific IT organizations most likely to drive an AIA initiative were:
• IT information/cyber security
• IT service management/service desk
• IT engineering/tooling
• IT operations as a whole
• Infrastructure management
The message here is that while IT operations is a core consumer of AIOps and other AIA technologies, it is
not the single most likely coordinating driver. The growing role of security and the need for effective SecOps
has put that in the lead. In parallel, the growing strategic role of IT service management (ITSM) teams in
coordinating strategic cross-domain initiatives is also evident here. These teams increasingly reach out
beyond the service desk into operations, executive roles, and even development as they support processaware, cross-domain service delivery requirements.
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In terms of stakeholders using AIA capabilities, EMA looked at domain-specific, cross-domain, and business
stakeholders.
The top five domain stakeholders (with an average of 7.21 supported) were:
• Cloud management
• Database management
• Applications management/support
• Security/compliance
• Systems
The top five cross-domain stakeholders (with an average of 7.55 supported) were:
• IT operations/cross-domain (tied with) executive IT
• ITSM (beyond the service desk)
• Data analyst/data scientist
• Infrastructure management
• Line of business (not central IT)
The top five business stakeholders (with an average of 4.47 supported) were:
• Business operations
• Business development/planning
• Customer experience management
• Executive (non-IT)
• Online operations
In other words, average responses indicated support for more
than 19 roles for their AIOps/AIA initiatives, a dramatic growth
over an average of just 11 roles 2.5 years ago.1 Moreover,
it should be understood that each role might include many
individuals, so that in some cases, directly or indirectly, AIA
deployments may be informing the actions of many hundreds
of IT stakeholders in large organizations. In other words,
advanced analytics is becoming a venue for sharing more
consistent data and more proactive insights across an everbroadening IT and enterprise population. The implications this
has for AIOps/AIA as a transformative force for unifying IT as
a whole, as well as for IT-to-business alignment, are significant.

Average responses indicated
support for more than 19 roles
for their AIOps/AIA initiatives, a
dramatic growth over an average
of just 11 roles 2.5 years ago.

Given the broader role assumed by ITSM teams, it’s not surprising that 57 percent of respondents indicated
a 50/50 sharing/integration when it came to AIA between ITSM and operations as a whole. An additional
36 percent indicated that they were “very well integrated,” with 25 percent placing operations in the lead,
and eleven percent placing ITSM teams in the lead. Figure 5 provides insight into some of the dynamics
surrounding ITSM and operations integrations in support of advanced analytics initiatives.

1
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How do operations and ITSM collaborate in leveraging IT analytics?
IT governance analytics supporting
operational efficiencies

51%

Shared data for improving internal end-user experience

49%

Active social IT support shared between users and IT

48%

Integrated ITSM knowledgebase sharing with
operations analytics

45%

Mobile IT communications across ITSM and operations

43%

Integrated support for SLM/SLA priorities

43%

Integrated support for end-user experience
management via analytics

42%

Integrated project management

42%

Support for integrated change/performance via
CMDB/CMS/ADDM

41%

Integrated trouble ticket analytics

39%

Workflow, scheduling for triage, and remediation

35%

Shared runbook and automation routines

28%

Other integration between ITSM and operations for
change/performance

28%

Other

0%

Figure 5: Governance, improved internal end-user experience, and active social IT led as the top
three ways that ITSM teams integrated with operations as a whole in support of advanced analytics
initiatives. The average response indicated more than five (5.34) areas of active collaboration.

Digital Transformation and Best Practices

EMA wanted to examine process and deployment options surrounding advanced analytics initiatives and
began with a look at digital transformation. The data showed that:
• 63% viewed digital transformation as a top priority, and that it had
been in place for more than a year in their organizations
• 31% viewed it as a high priority, with initiatives well underway
• 6% were in serious planning mode, with budgets already assigned
• 0% were only in initial planning, or were not looking at digital transformation
Moreover, 55 percent felt that digital transformation was driving their advanced analytics strategy, and 37
percent indicated that digital transformation and advanced analytics initiatives were tightly coupled. Further
analysis showed that having digital transformation drive an advanced analytics strategy correlated strongly
with successful AIA deployments.
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In addition, 63 percent of respondents are leveraging best practices in conjunction with their advanced
analytics deployments, and 35 percent have plans to leverage best practices. Figure 6 provides a glimpse of
the diversity of best practice choices that may apply. As with digital transformation, attention to best practices
solidly correlated with AIA success.

Which best practices are you pursuing?
ISO Security 27001/27002

46%

Regulatory Compliance (SOX, FISMA, HIPAA, etc.)

41%

IT Balanced Scorecard

40%

COBIT - Control Objectives for Information
and Related Technology

34%

Service Integration and Management

34%

ISO 19770-1

33%

CSI Benchmarks for AWS

32%

Knowledge-Centered Support (KCS)

31%

Six Sigma

30%

Continuous Operations

29%

ITIL v2, v3

25%

CMMI - Capability Maturity Model Integration

24%

PRINCE2 or IPMA (for Project Management)

23%

TOGAF - The Open Group Architecture Framework

23%

NIST SP800 series

22%

IT4IT

21%

Agile/Scrum

21%

Other ISO Security 27xxx

21%

FFIEC
Other

15%
0%

Figure 6: Security, regulatory compliance, and balanced scorecard led for best practices as adopted in
support of an advanced analytics initiative. However, it’s also worth pointing out that many best practices
may actually apply. An average response indicated that more than five (5.45) are actively in play.
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Technological/Design Priorities

Advanced analytics for IT are evolving to become more diverse in heuristics, data sources, and integrations.
It’s proof in part that what five years ago might have been viewed primarily in academic terms is becoming
richer in capability, function, and design. Figure 7 provides a glimpse of heuristic priorities. One of the main
takeaways from the data is how closely ranked heuristic priorities are. Perhaps even more importantly, an
average response indicated more than eleven (11.38) heuristic affinities, a dramatic increase from 3.68 in
Q1 2016!2

What type of AI-related heuristics does your organization currently use?
Security instrumentation

64%

User experience analytics

64%

Big data search, such as Qlik or Tableau

60%

Data mining

59%

Event analytics

59%

Log analytics

59%

Historical trending

58%

Behavioral analysis

58%

Rule-based analytics

58%

If/then or what-if change impact analysis

56%

Anomaly detection

56%

Real-time predictive

56%

Predictive modeling/emulation
Online analytical processing (OLAP)
(not including data mining)
Natural language search, processing, or understanding

56%

55%

Machine learning

54%

Predictive trending

54%

Prescriptive analytics

53%

Stream analytics

52%

Rule correlation

51%

Other

56%

5%

Figure 7: Heuristic priorities are closely grouped and show a striking evolution in terms of diversity and richness,
with more than eleven (11.38) in active use, which is a tripling of the number from just two and one-half years ago.
2
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Data sources showed a similar increase to an average of more than twelve (12.65) in Q3 2018 versus five
in Q1 2016. The top five data sources in the new research were:
• Internet of Things
• Spreadsheets
• Transaction data
• Configuration/metadata
• Logfiles/access logs
The top five data sources that were wished for in the future were:
• Sentiment analysis
• Topology
• Wire data (tied with) web 2.0
• Events (availability- and performance-related)
• Time series (for performance management)
EMA also asked about security-specific data, with an average of more than five (5.69) in active use. The top
five were:
• Antivirus
• Security information and event management (SIEM)
• Security log management and search
• Events/time series, security-related
• Threat intelligence
Integrations with third-party monitoring and other tools were also a key point of growth, going from an
average of about fifteen in 2016 to nearly twenty-three in 2018, as shown in Figure 8.

How many monitoring or other management tools (third-party, in-house
developed, or otherwise) would you expect to integrate into your
organizations IT analytics solutions directly or through an aggregated
data store over time (within the next 12 months)?
None

1%

1-5

9%

6-10

14%

11-20

17%

21-30

21%

31-40

15%

41-50

8%

More than 50
Don't know

13%
3%

Figure 8: Integrations with third-party monitoring and other tools are often a hallmark of advanced IT analytics.
Moreover, higher numbers of effective integrations correlate strongly with success in AIA initiatives.
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These integrations can either be done directly or through an aggregated data store. Direct integration
with the analytics platform was preferred by 60 percent of the respondents, while 29 percent preferred an
aggregated data store provided by the analytics vendor.
The value of toolset integrations can go beyond data access, or
tiered use of already predictive sources. EMA consulting has seen
distinct political values in allowing IT stakeholders to evolve more
gradually toward a true, IT-wide analytic platform without feeling
threatened because the tools there used to work with will be
immediately taken away from them.

Understanding Interdependencies can Also be Key

One of the features that sets AIOps and advanced IT analytics
overall apart from classic big data analytics is an awareness of
interdependencies across the application/infrastructure. While how
this is done will vary dramatically by vendor, most AIA solutions
apply some level of dependency or at least topological insights to
help provide contextual insights as to where, why, and how issues
are arising. Figure 9 shows priorities in interdependencies, with an
average of nearly five (4.81) per respondent.

One of the features that sets
AIOps and advanced IT analytics
overall apart from classic big
data analytics is an awareness
of interdependencies across
the application/infrastructure.

What interdependencies does your organization view
as critical for its IT analytics-related initiatives?
Infrastructure to application

49%

Endpoint to infrastructure

46%

Infrastructure to infrastructure

43%

Infrastructure to business services

43%

Application to business services

42%

Application component to application component
(web 2.0 application ecosystem)

41%

Container-based interdependencies

39%

Endpoint to application

39%

Application to application (application ecosystem)

38%

Interdependencies across public and hybrid
cloud infrastructures

36%

Business process to application

36%

Non-virtualized to virtualized infrastructure
We are not interested in capturing interdependencies…
Other

29%
2%
0%

Figure 9: Capturing and/or leveraging interdependency insights across the application infrastructure plays
a critical role in many AIA deployments. Not surprisingly, infrastructure to application leads, but it’s also
worth noting that an average response indicated that nearly five (4.81) dependency insights were critical.
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The top five source priorities for dependency insights were closely aligned, with only five percent separating
the first from the fifth. The sources indicated were:
• Application dependency mapping for cost management
• Application dependency mapping for change
• Service modeling dashboard for business impact
• Service modeling/system topology provided directly by the analytic tool
• Application dependency mapping for capacity optimization
When asked about the importance of a CMDB/CMS for an AIA initiative, 54 percent felt it was extremely
important and 36 percent felt it was very important. Moreover, 81 percent were also leveraging their AIA
capabilities to update their CMDB/CMS for currency and relevance.
It should be pointed out that a strong focus on leveraging interdependencies, as well as on valuing the
CMDB/CMS and keeping it current via AIA, all strongly correlated with the improved effectiveness of
advanced analytics deployments.

Automation and AI Bots

Automation can play a critical role in supporting advanced IT
analytics and AIOps. Indeed, higher levels of automation were
singled out even above machine learning when respondents were
asked to name key AIOps attributes. The analytics/automation
handshake has a long history, but the advances of AIOps and AIA
more generally are bringing it forward based on ongoing research
and industry dialogue.

The analytics/automation
handshake has a long history.

The handshake is a logical one. Analytics is about insight—including prescriptive action. Automation is
about taking action and hardening processes. As such, the two are a natural complement to each other.
Poorly informed automation can be more disruptive than helpful. AIA’s value can only fully be achieved when
effective automation capabilities are introduced.
The analytics/automation handshake was also underscored in this research when respondents indicated that
an average of more than five (5.16) integrated automation options were preferred. In terms of prevalence,
the top five were:
• IT process automation/runbook
• Security process automation or playbook
• Workflow automation combined with social IT
• Configuration automation
• DevOps-related process automation
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In contrast, Figure 10 shows priorities for integrated automation in support of AIA initiatives when
respondents were asked to name their top three.

What are your top three priorities for integrated automation
in support of your analytics initiative(s)?
Standard service desk or ITSM workflows

35%

Advanced workflow integrated with automation

27%

IT process automation (and/or runbook)

21%

Security process automation (and/or playbooks)

21%

Security instrumentation (continuous attack testing
and defense stack validation)

19%

Configuration automation

18%

Alert-driven notification

18%

Integrated trouble ticketing

17%

Advanced incident management handling (beyond
trouble ticketing)

17%

Automation in support of business-specific outcomes

16%

DevOps-related process automation

16%

Automation-driven discovery/inventory

16%

Automation in support of data assimilation/data
reconciliation

16%

Auto-scaling/capacity optimization

15%

Workflow automation combined with social IT
None - we are not planning to use automation in
support of our analytics initiatives
Other

13%
1%
0%

Figure 10: In terms of priorities for integrated automation, respondents ranked standard
service desk or ITSM workflow as strong number ones, followed by advanced workflow
integrated with (other forms) of automation as a significant number two.
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When asked about AI bots usage, 57 percent of respondents indicated that they were currently using AI bots,
and 26 percent that they had specific plans for AI bots. The top three use cases (all tied for first place) were:
• AI bots directed at availability and performance management
• AI bots directed at managing change more efficiently
• AI bots directed at security and compliance concerns
Moreover, 44 percent of those actively using, or with specific plans to use, AI bots claimed that AI bots were
tightly woven with their broader IT analytics directions. Thirty-four percent claimed they were somewhat
integrated with broader analytics directions. Twenty percent were still looking for a way to integrate the two.
Only two percent had no plans for integration.
Both active usage of AI bots and committed strategies for broader bots/analytics integrations correlated
strongly with overall success in AIA initiatives.

Functional Priorities

EMA dove beyond more general use cases to see exactly where advanced IT analytics were actively in play,
and what was also most sought after in terms of future planning. With that in mind, they asked about triage
and diagnostic priorities for availability and performance management. The top five already supported AIA
actions were:
• Isolate security issues
• Isolate database issues
• Isolate issues in the network
• Triage across virtual systems and networks
• Isolate issues in storage
However, it should be pointed out that when all activities related to triage and diagnostics associated with
applications were summed up (e.g., isolate application code issues or isolate whether the problem is in the
application, the network, the server, or the database), applications were dominant.
In terms of planning to support triage and diagnostics, the top five were:
• Isolate problems associated with cloud-native applications (containers, microservices)
• Isolate code-level issues
• Isolate issues across the extended enterprise (partners, suppliers, service providers)
• Isolate whether the problem is in the application, the network, the server, or the database
• Identify incident trends across personas, locations, etc.
EMA then asked about change management and application infrastructure optimization. When it came to
areas that were already being actively supported, the top five were:
• Security-related issues
• Data quality management efficiencies
• End-user experience optimization
• DevOps efficiencies
• Public cloud efficiencies
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In terms of planned support, the top five were:
• Configuration drift
• Issues across the extended enterprise
(partners, suppliers, service providers)
• Configuration/change management efficiencies
• Application optimization requirements

Just as automation is a critical
and necessary handshake
with AIA initiatives of all kinds,
metrics remain equally critical.

• Internal cloud efficiencies

Metrics

Just as automation is a critical and necessary handshake with AIA initiatives of all kinds, metrics remain
equally critical, both for planning effective initiatives and evaluating outcomes. Figure 11 shows respondents’
priorities for security-related metrics as associated with advanced IT analytics deployments.

What security-specific metrics are you targeting now
or within the next 12 months?
Network detection of threats

36%

Relative security risk

36%

Fraud detection

35%

Data loss detection

33%

Vulnerability and patch management

33%

Endpoint activity

32%

System change and/or configuration

31%

Proactive business risk management

29%

Software defects per lines of code
for custom applications
Time to resolve software defects
for custom applications

29%
29%

User activity

27%

Mean time to identify incidents

26%

Mean time to respond to incidents

23%

Mean time to resolve incidents

21%

Other audit/compliance (Please specify)

0%

Other

0%

Figure 11: Network detection threats and relative security risk were tied for first place, just ahead of fraud
detection, when it came to security-related metrics in use in association with advanced IT analytics deployments.

PAGE 16

©2018 Enterprise Management Associates, Inc. All Rights Reserved. | www.enterprisemanagement.com

AIOps and IT Analytics at the Crossroads:
What’s Real Today, and What’s Most Needed for Tomorrow?
When it came to end-user experience metrics, the top ten were:
• Application/infrastructure performance as it impacts user experience
• Levels of security, risk, and data integrity
• Performance of third-party components in a web service
• Application utilization—how much are you using an application?
• Behavioral analytics—how are your users interacting with an application?
• Improved employee or customer experience
• SLAs associated with cloud or other third-party service providers
• User identification (time zone, location, computer, etc.)
• User proficiency (number of errors)
• External customer experience-related metrics
EMA also asked about business impact metrics. The top ten metrics associated with business outcomes were:
• Revenue through IT services
• Business activity metrics
• Improved business efficiencies due to reduced downtime
• Business process efficiency impacts
• Industry compliance-related metrics
• Service-level agreement (SLA) requirements
• Cost of service delivery (internal)
• Cost of service delivery (external/service provider)
• Cost-related external SLAs
• Service desk OpEx cost savings
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Unique Analytics-Driven Value in Cloud, Agile/DevOps, and IoT

The versatility of AIOps and AIA more generally can also be understood in a wider range of use cases,
including optimizing cloud resources for performance and value, Agile/DevOps initiatives, and IoT. All of these
represent areas of growth for AIA and are increasingly getting vendor attention as growing requirements.
Figure 12 highlights top analytics priorities or use cases for cloud-related initiatives, or cloud-enabled
services. In optimizing cloud, security looms large, which is also consistent with prior EMA research done in
2016 already cited.

What are your organizations top two (2) use cases for IT analytics
in support of cloud initiatives and cloud-related services
(including hybrid cloud/non-cloud)?
Hybrid cloud optimization, not including costs

19%

Integrated security and performance

19%

Integrated security and change

18%

Improved storage control and cost optimization

18%

Cloud cost optimization for on-premise/multi-cloud

17%

Real-time service (application, etc.) performance

17%

Overall cloud migration

16%

Improved network security

15%

Continuous deployment/integration (aka DevOps/agile)

14%

Compliance

13%

Change impact (optimizing the impacts of change)
Business impact/business outcomes
Capacity planning and optimization

12%
11%
10%

Figure 12: Security continues to be a major area of interest for advanced analytics when it comes
to cloud adoption, along with optimizing cloud resources for performance and value.

The value of AIA insights regarding cloud in all of its dimensions
cannot be underestimated. While public cloud environments pose
new opportunities and new challenges, hybrid cloud and multicloud (where IT leverages multiple cloud-related infrastructure and
application options) often add complexity to the IT landscape. The
unifying effect of AIA can provide a far more cohesive and proactive
understanding of how IT services, costs, and performance can be
managed and optimized than purely segregate or niche solutions.
This is true for hybrid infrastructures and mixed application
portfolios with the move to containers and microservices.
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The value of AIA insights regarding
cloud in all of its dimensions
cannot be underestimated.
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DevOps/Agile

Data in a separate question on DevOps support coincided within 1 to 2 percentage points with the use
case answers earlier in the research. There, the data showed the following regarding analytics in support of
DevOps/agile initiatives:
• Actively using – 72%
• Currently in deployment, but not yet using – 22%
• Planning, but not yet deployed – 4%
• Not planning/don’t know – 2%
In a question later in the research that introduced more specifics for the DevOps/agile use case, the
responses were the following:
• Actively supporting DevOps or agile with analytics investments – 74%
• Planning to support DevOps or agile within the next 12 months – 23%
• We have no current plans – 3%
Not surprisingly, analytics support for DevOps strongly correlated with success. Moreover, 67 percent of
respondents claimed that DevOps/agile was fully integrated with their AIA initiatives. Thirty-one percent saw
it as somewhat integrated. In other words, analytics for DevOps/agile were not a separate kingdom owned,
for instance, exclusively by development, but a shared resource across potentially all of IT. Not surprisingly,
higher levels of integration also correlated strongly with AIA success.
Figure 13 shows specific use case examples for DevOps/agile-related analytics.

What are your organizations Dev/Ops/Agile
priorities for leveraging IT analytics?
Optimize application performance by providing
rapid feedback to development from production

48%

Minimizing the time developers spend
troubleshooting production performance issues

47%

To support the application development
process directly

43%

To provide feedback to development to
optimize application design

41%

Driving improvements via user analytics

41%

To support production/operations in
handoffs from development

40%

To support a Q/A test
Other

29%
0%

Figure 13: Rapid feedback to development and minimizing developers’ time troubleshooting led in priorities for
applying AIA to DevOps/agile use cases. However, a significant number also wished to apply AIA to support the
development process directly, bringing development stakeholders even more directly into the AIOps/AIA arena.
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Internet of Things

Once again, the data showed that advanced IT analytics are spanning a growing number of use cases when
respondents were asked about the Internet of Things (IoT). Seventy-one percent were already deploying
analytics in support of IoT, which correlated strongly with overall AIA success, and 23 percent had specific
plans to do so. Moreover, 69 percent claimed that their support for IoT was fully integrated with their AI/
AIOps deployment, while 29 percent said that IoT analytics and their AI/AIOps initiative overlap, but still
remain distinct. Figure 14 shows current critical priorities for IoT.

You said you are currently deploying or have plans to deploy
advanced IT analytics in support of IoT. Where are you
most actively directing your analytics for IoT?
Manufacturing

30%

Facilities

27%

Utilities

16%

Other vertically-specific needs

14%

Transportation/fleets
Other

12%
0%

Figure 14: IoT analytics use cases prioritize manufacturing, facilities, and utilities.

Operationalizing Advanced IT Analytics: Insights on Real-World
Deployments

Perhaps too much attention in the industry is spent pursuing academic approaches based purely on
architecture and design when trying to understand critical, emerging trends in AIOps, big data, and advanced
IT analytics more broadly. So far, EMA research has captured perspectives on design priorities, but also
evaluated other factors like use case opportunities, metrics, best practices, and organizational perspectives. As
a critical extension of this, EMA also examined vital AIA deployment strategies and outcomes.
One of the first discoveries was that top-down, executive-driven deployments led the pack.
• The executive suite drove 52% of deployments
• Mid-level teams and technical support drove 24%
• 22% were an even mixture of top-down and bottom-up
• Third parties drove 2%
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Top-down deployments also correlated most strongly with success, as shown in Figure 15.

How would you describe your deployment process for analytics
adoptions? by: Overall, how successful do you feel your organization
has been with its advanced IT analytics investments to date?
Top-down, driven by the IT executive suite

27%
17%

Bottoms-up, driven by mid-level teams and
technical experts

14%

A mixture of top-down and bottoms-up

Primarily third-party consultant-driven

Other

43%

68%

30%
30%
25%

39%

2%
2%
5%
0%
0%
0%

Extremely successful

Very successful

All others

Figure 15: Top-down or executive-driven deployments strongly correlated with overall AIA success,
while those least successful attempted to place leadership equally between the executive suite and midlevel or technical support teams, in which case definitions of authority may not have been as clear.

The reasons for this are consistent with executive-led advantages in strategy. Adopting AIA requires a
strategic commitment to evolve in working habits, processes, and best practices. Doing this won’t be achieved
by merely deploying a new technology along with a few emails from on high. Active executive leadership,
combined with an effective mid-level team with strong technical credentials, has shown itself to be overall the
most effective organizational formula for AIA success, from strategy, to deployment, to investment.
EMA also wanted to know the average number of full-time employees (FTEs) for administrative AIA support.
As it turned out, the average AIA deployment required slightly more than two FTEs, but 17 percent showed
more than five. Not surprisingly, having more FTEs correlated strongly with company size—33 percent of
enterprises with more than 10,000 employees had more than five FTEs for their deployment.
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Roadblocks, Benefits, and Success Rates

When looking at roadblocks, respondents
indicated a greater concern for
data and technology issues than
cultural or process issues.

When looking at roadblocks, respondents
indicated a greater concern for data and
technology issues than cultural or process issues
(fear of job loss and resistance to change were
ranked last) as shown in Figure 16. However, in
smaller enterprises, data showed that internal
resources (getting budget and people) were the
number-one problem.

What are the three biggest roadblocks that you foresee in adopting
IT analytics for your organization?
Data quality issues

32%

Technology issues - the products are not yet fully baked

30%

Data relevance - lack of context

27%

Technology issues - tools are too complex
to use/administer

26%

Internal resources - getting budget and people

26%

Technology issues - we have trouble extracting data

24%

Incomplete data

22%

Availability of relevant skillsets

22%

Cultural/process issues - we're still not used to
sharing data sources

21%

Internal politics/leadership

20%

Cultural issues - the move from reactive to
proactive management

17%

Cultural issues - fear of job loss

17%

Cultural issues - resistance to change
Other process issues (Please specify)

16%
0%

Figure 16: Data quality issues, products not being fully baked, and data relevance/lack
of context led as the three major roadblocks for effective AIA adoption. However, internal
resource issues for getting budget and people still scored relatively high.
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When benefits were examined, respondents indicated the following top ten:
• Improved OpEx efficiencies within IT
• Faster time to repair problems
• Faster identification of advanced threats
• Faster time to deliver new IT services
• Better correlation between change and performance
• Improved employee or customer experience
• Better alignment with IT services and business service outcomes
• More efficient use of infrastructure capacity
• Improved efficiencies in managing change
• Significantly improved levels of SecOps collaboration
It’s significant that these top ten were separated by only five percentage
points (from 30% to 25%) in rankings. Even more significant was the
fact that the average response indicated more than five (5.26) benefits
were achieved. Finally, it should be mentioned that the top two choices
(improved OpEx efficiencies and faster mean time to repair) were
broad in scope and also somewhat related. The priority given OpEx
performance is also consistent with EMA research more broadly, and a
reflection on the need for IT to truly run itself as a business with clear
metrics for performance and goals.

The priority given OpEx
performance is also consistent
with EMA research more
broadly, and a reflection on the
need for IT to truly run itself as
a business with clear metrics
for performance and goals.

Success in Two Flavors

EMA routinely requests that respondents self-assign success rates. While the numbers given are invariably
more positive than a thorough evaluation would indicate, contrasting the extremely successful with other
groups (in this case very successful and successful/marginally successful) provided the useful trend alluded
to throughout this report. In terms of actual percentages, 44 percent claimed that their AIA initiatives were
extremely successful, 41 percent were very successful, 13 percent were successful, and two percent were
marginally successful. This was in itself a sign of forward progress from 2016 research, in which only 18
percent of respondents believed they were extremely successful in their AIA initiatives.
In addition to the areas of correlation already mentioned in this report, extremely successful and overall
success rates also correlated strongly with:
• Having more heuristics actively deployed
• Leveraging more data sources
• Integrating with a CMDB/CMS in support of AIA initiatives
• Showing more capabilities for triage and diagnostics
• Addressing more issues for change management and application/infrastructure optimization
• Supporting more business impact metrics
Another read on success in this research was targeted at ROI. Respondents were asked about AIA value
versus costs. In summary:
• 42% indicated that value has dramatically exceeded costs
• 39% indicated that value has significantly exceeded costs
• 16% indicated that value has risen to equal costs
• 3% indicated that overall costs (still) exceed AIA value
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As shown in Figure 17, being extremely successful correlated well with value dramatically exceeding costs.

To what extent have investments surpassed software,
deployment, and administrative costs to date? by :
Overall, how successful do you feel your organization
has been with its advanced IT analytics investments to date?
Value has dramatically exceeded costs

8%

17%

Value has slightly exceeded costs

49%
8%

Value has risen to fully equal costs

Overall costs are still exceeding value

Don't know

70%

22%

18%

59%

36%

5%
2%
5%
0%
0%
3%

Extremely successful

Very successful

All others

Figure 17: Overall success rates correlated well with ROI criteria in assessing AIA effectiveness and value.
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Purchasing Perspectives

Purchasing authority was consistent with deployment leadership, where top-down was ascendant both in
terms of prevalence and success rates. More specifically:
• The executive suite drove 57% of investment decisions
• 37% were primarily technically driven
• 10% were essentially a mix of both
Figure 18 shows strong correlation between top-down decision making, this time for investment
commitments, and overall AIA success rates.

How would you describe your purchasing process
for investing in advanced IT analytics (AIA)? by :
Overall, how successful do you feel your organization has
been with its advanced IT analytics investments to date?
Our investment in analytics is driven from the top
down, with the IT executive suite

18%
21%

Our investment in analytics is generally a
technically-driven decision

Our investment in analytics is a mix of executive
and technical decision-making

Our investment in analytics is driven by non-IT
business stakeholders
Extremely successful

6%
10%

73%

42%

48%

55%

25%

0%
0%
2%
Very successful

All others

Figure 18: Success strongly correlates with the executive suite driving the overall AIA investment decision.
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When asked about criteria for evaluating the purchase of advanced IT
analytics, respondents indicated the following as the top ten:
• Ease of implementation
• Ability to scale across large/complex IT environments
(tied with) a secure and compliant solution
• Flexible and compelling reports and visualization
• Easily customized analysis
• Overall ease of use

IT investors not only want
robust, scalable functionality,
but also want a solution that’s
readily deployable, usable,
and visually compelling.

• Ability to scale to support large volumes and types of data
• Support for the full application/infrastructure stack
• Robust integration capabilities
• Low cost
• A strong customer community
The overall takeaway, once these factors are considered in context with technology and product-related
issues in major roadblocks, is that IT investors not only want robust, scalable functionality, but also want a
solution that’s readily deployable, usable, and visually compelling.

Conclusion: Seven Critical Takeaways

While there was a lot to consider in this research, the bottom line message is that AIA/AIOps tell an evolving
story with growing strengths in functionality, use case, and overall impact. How this is occurring can be
highlighted in seven critical takeaways.
AIOps was overall the winning strategy. While AIOps was not the most pervasive technology associated
with advanced IT analytics in the research (big data led as the most prevalent before quotas), it was the
most effective and pervasively advanced. Indeed, AIOps showed the highest success rates, the greatest
likelihood of supporting DevOps, IoT, and AI bots, and led in use case capabilities as well.
Advanced IT analytics are eclectic in use case and becoming more so. Overall support for DevOps, IoT,
AI bots, and multiple use cases including end-user experience, security, capacity analytics, and cost-related
optimization show increasing diversity in need and value. The implications of this are significant. AIOps and
AIA are more broadly evolving as platform investments rather than niche solutions. This means the data
consumed and applied can be leveraged in multiple ways, bringing added benefits to the investment, while
also helping to more effectively unify various roles, organizations, and stakeholders across IT.
AI bots and automation are not a separate world from AIOps and AIA. The strong and perhaps
surprising correlation between AI bots in use is that AI bots are a sign of overall analytics success, and AI
bot integrations into broader analytic directions all indicate that the AIOps market and the AI bots market
should not be viewed in isolation. This also helps to reinforce the critical handshake between automation
and AI, which was also reinforced by the research findings indicating that, on average, respondents targeted
more than five (5.16) automation integrations.
Capturing interdependencies and the CMDB/CMS both stood out in importance. As an average,
respondents sought to capture nearly five (4.51) interdependencies across the application/infrastructure,
while 54 percent of respondents viewed the CMDB as extremely important to their analytics strategy, a
valuation that correlated strongly with success. The implications of this may seem to contradict notions
that the CMDB is old hat technology. Rather, what’s indicated in these findings is that CMDB/CMS and
application/infrastructure dependency mapping are technology areas that AIA/AIOps investments are
reinvigorating, while also providing valuable contexts for leveraging and optimizing analytic insights for a
variety of use cases.
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Security is on the rise. Priorities in cloud, vendor selection, heuristics, and best practices all indicate
that security is a leading and largely integrated concern in advanced IT analytics, and AIOps in particular.
This is not a surprise given similar findings in EMA’s 2016 research. Moreover, it is both a welcome and
a much-needed advance, as the trend toward a true SecOps (security + operations) integration across IT
organizations is becoming ever more critical given rising vulnerabilities, as well as the growing demand
for OpEx efficiencies across IT. The need for a more integrated approach was also underscored in the
research when it turned out that security professionals affiliated more with AIOps and AIA for true security
and operations integrations than they did with security-specific analytics, and were more successful when
they did so.
Top-down for everything is the winning strategy. It is also the most pervasive. The executive suite
(VP and above) was more likely to be successful, and more likely to drive AIA strategies, deployment,
and purchasing decisions. The reasons for this make sense once AIA/AIOps are understood as unifying
technology that can help to bring IT silos closer together with shared data and common insights. To enable
an IT organization to work differently and more effectively, EMA research and consulting consistently
underscore the need for executive involvement. Process issues, organizational barriers, and even habits of
mind can be transformed through improved dialogue and leadership.
Advanced analytics are showing strong evolutionary values compared to prior years. EMA research
from early 2016 and 2014 indicate strong growth in heuristics, data sources, integrations, stakeholder
roles, and overall versatility in terms of function and purpose. The implications are that AIA/AIOps solutions
are evolving dramatically in terms of functionality, use case, and breadth. However, software complexity,
administrative resource, and more effective data management still stand out as barriers to adoption (see
Appendix for more detail).

In Conclusion

No single data point can in itself be considered as the final answer to any question where change and
evolution are both pervasive. With that in mind, this EMA research should be viewed as a snapshot in time
rather than a set of absolute answers. However, this research has also been informed by prior AIA research
that, when analyzed, indicates a significant trend toward broader adoption value, and more tangible
directions for success than in the past.
The challenge that the IT industry and the AIOps/AIA markets will likely continue to face is one of complexity:
a confusion of terms, challenging deployments, and many questions remaining about what data is needed
and how it should be optimized. These questions should be examined in specific context with given IT
environments, priorities, and maturity levels, rather than a single, overarching generic answer.
However, if there is a general path forward, this research would suggest the move toward a platform approach
that integrates well with existing data sources and tools, while providing optimal insight across a wide variety
of use cases. Progress in deployment should be use case-driven and staged based on relevance and need.
Top-down direction and leadership is often key, so AIA, in all its dimensions, can be viewed not only as a new
technology to invest in, but also as a unifying catalyst for both IT and digital transformation.
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Appendix: Trending AIA/AIOps Past and Present

In contrasting this research with the research done in 20163 and 2014,4 EMA delineated the following trends:
• Growth in role/stakeholder support (domain-specific, cross-domain, and executive):
◦◦ 19.5 in 2018
◦◦ 11 in 2016
◦◦ 9 in 2014
• Heuristics actively deployed:
◦◦ 11.38 in 2018
◦◦ 3.68 in 2016
• Prioritized data sources:
◦◦ 2018 – Internet of Things, spreadsheets, transaction data
◦◦ Average of 12.65 data sources per respondent
◦◦ 2016 – SIEM, Internet of Things, business process data
◦◦ Average of 5 per respondent
• Number of third-party integrations
◦◦ 2018 – 23
◦◦ 2016 – 15
◦◦ 2014 – 15
• Preference for open-source in a central database
◦◦ 2018 – 63%
◦◦ 2016 – 36%
◦◦ 2014 – 22%
• Key roadblocks
◦◦ 2018 – data quality issues
◦◦ 2016 – products not fully baked yet
◦◦ 2014 – internal resources (budget/people)
• Success rates
◦◦ 2018 extremely successful = 44%
◦◦ 2016 extremely successful = 18%
• Top four achieved benefits in 2018 (second three were tied)
◦◦ Improved OpEx efficiencies within IT
◦◦ Faster time to repair problems
◦◦ Faster identification of advanced threats and internal threats
◦◦ Faster time to deliver new IT services
• Top four benefits in 2016
◦◦ More efficient use of cloud resources
◦◦ More efficient use of storage
◦◦ Faster time to repair problems
◦◦ Faster time to deliver new IT services
• Number of FTEs required
◦◦ 2018 = 2.3
◦◦ 2016 = 2.2
◦◦ 2014 = 2.2
3
4
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