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The Sumo Logic
Solution:
IT Operations
Management

Introduction
IT professionals face daily challenges in maintaining computing
and communications infrastructure to support customer-facing
and revenue-generating applications and services. Today’s
enterprise-scale IT infrastructures — a hybrid of physical,
virtual and cloud environments — have become so complex
that the number of possible points of failure has mushroomed.
A critical element in preventing and resolving issues within the
IT infrastructure is the ability to quickly uncover root causes of
problems precisely enough so that steps to resolution become
immediately clear. Such information exists in operational log
data, but the challenge is unearthing that information quickly
from terabytes of logs.
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As IT infrastructures have become more complex and
dispersed, the volume of operational log data has become
immense, making it very difficult to perform troubleshooting
and root cause analysis when problems arise. Home-grown
tools or aging on-premise log management systems were not
architected to address complexities and scale of modern IT
environments, and simply can’t keep pace.
Sumo Logic’s Log Management and Analytics Service
Sumo Logic’s next-generation log management and analytics service changes
this equation, delivering actionable insights into infrastructure operations
while dramatically reducing complexity and cost.
As a massively scalable, multi-tenant service, Sumo Logic performs log data
collection, processing, storage and analysis within a centralized and highly
secure cloud-based platform. It effortlessly handles all of your log data,
regardless of volume, type or location enabling IT teams to uncover operational
insights buried under terabytes of logs in seconds. As a result, log data is
emerging as one of the most strategic business assets within the enterprise.
Sumo Logic is designed from the ground up to handle Big Data-scale
environments. Among Sumo Logic’s breakthroughs is its near-zero latency
Real-Time Forensics engine that delivers real-time search results from
petabytes of log data. Real-Time Forensics makes critical new events
occurring within IT infrastructure instantly available for analysis. Anomalous
conditions can be spotted as they occur, enabling operations teams to respond
immediately to prevent network outages, eliminate system downtime, resolve
application issues and improve SLAs. In short, Sumo Logic reduces mean-timeto-investigation and mean-time-to-resolution dramatically.
Sumo Logic also scales to support orders of magnitude more data than legacy
premise-based log management systems. Its patented Elastic Log Processing™
engine scales each component of the service independently to meet every
customer’s compute, storage and data processing requirements on demand.
Sumo Logic also takes a unique approach to log data collection. Data is securely
and reliably collected through either local collection (via Sumo Logic Collectors)
or through hosted collection (via https or directly from Amazon S3). All data is
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collected in raw, or unstructured format with no need to parse or understand
the data upfront; all data processing and parsing is handled in the cloud. By
separating collection from processing and parsing, which occur entirely in
the Sumo Logic service, there is no need to update complex parsing logic.
Consequently performance is significantly improved and management overhead
significantly reduced.
To help enterprises manage exploding volumes of log data, Sumo Logic is
built around a globally distributed data retention architecture featuring
built-in data redundancy. Sumo Logic eliminates the need for costly SAN
and NAS infrastructures and removes the complexity of data archiving,
backups and restores.
Another major breakthrough is Sumo Logic’s patent-pending LogReduce™
technology that eliminates the time-consuming and tedious tasks of manually
reading log records, writing scripts and handcrafting queries. LogReduce reduces
millions of log lines into a handful of human digestible patterns that enable IT
teams to get to insights without having to manually writing queries to slice and
dice the data. This enables our customers to quickly find important and emerging
system and device behavior patterns that would otherwise require days of
analysis. Sumo Logic’s patent-pending Push Analytics™ leverages LogReduce to
automatically uncover insights and it then pushes those insights proactively to IT
teams in order to facilitate immediate investigations.
The Challenge of Identifying Operational Problems
In the earliest days of enterprise computing, the toughest problem to diagnose
might have been figuring out which vacuum tube was faulty or which wire was
improperly connected. But in today’s highly complex IT infrastructures, there is
almost an incalculable number of possible root causes of operational problems.
What do we mean by “operational problem?” Quite simply, it’s anything
that impedes or prevents business systems from performing their expected
functions. Examples can range from the almost imperceptible (i.e., a subsecond increase in response time) to the catastrophic (i.e., a complete shutdown
of a mission-critical servers). Most often, the nature and scale of a problem
are somewhere in between. But the nature of complex and fully connected
IT environments is such that problems seldom remain contained for very
long. Rather, issues in one part of IT infrastructure almost instantly ripple through
the rest. The result is that a minor glitch in a single router can wind up causing an
enterprise-wide impact and business slowdown.
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Small problems are always going to arise. What keeps them from impacting
business operations is largely the speed with which they can be detected,
analyzed and resolved. And the single biggest barrier to rapid detection is the
complexity of IT infrastructure. When a problem occurs, the device will usually
cry “help!” – delivered as an operational log line – but that cry is often drowned
out by the noise generated by routine operations, expressed in terabytes of
operational log entries.
Consider four areas of IT infrastructure where operational problems can arise:
+ Networks
+ Server
+ Virtualization infrastructure
+ Cloud computing infrastructure
Networks
A modern IT operation is made up of hundreds, even thousands, of hardware
components involved in computing, storage, communications, and security. All
of these components are interconnected by networking infrastructure such as
routers, switches, firewalls, proxies, etc. A single router could be connecting
dozens of servers and other devices running hundreds of applications. When
a router experiences an issue, the ripple effect is felt across all servers and
applications that are connected to that router.
Typically the first thing that happens after such a fault is that all devices and
applications depending on that router start writing huge numbers of errors
into their logs. This is followed by users calling IT or support complaining
that their applications don’t work. One failure creates a firestorm of noise,
making it harder to find the actual problem whose impact is obvious but the
root cause is deeply hidden. Being able to extremely quickly isolate the root
cause within a mountain of related error logs to the one that indicates that a
particular router was misconfigured during latest maintenance is critical.
Servers
Sometimes it is the server’s fault - physical, virtual, or cloud-based. Servers run
many applications that can clash with each other, require constant operating
system upgrades to ensure stability and security, and interact with sometimes
unpredictable users. Further complicating isolating server issues is the fact
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that servers are getting bigger and they are tasked to run more and more
software on an ever expanding number of CPU cores, disks, and memory. An
issue that arises within a server running critical business software like ERPs,
Databases, HR systems can cause critical business processes to come to a
screeching halt. Finding issues on servers is difficult, especially if those servers
are not functioning well or if customers don’t have the up to date server logs
collected and managed in a different, always available location.
Even if you have the logs elsewhere, sifting through dozens of different
server log types such as operating system, kernel, 3rd party libraries,
applications, security software, is time consuming and frequently results in
chasing false-positives.
Virtualized environments
The trend toward virtualization has been of great benefit to IT organizations,
providing a high degree of flexibility and the opportunity to increase efficiency.
At the same time, it introduces greater complexity to IT operations. Because
virtualization introduces another infrastructure layer and makes it easy to
move servers and applications between devices, it increases the chance of
unforeseen faults within applications and operating systems. For example,
the ease of provisioning virtual machines can result in too many virtual servers
running on a particular piece of hardware, competing for what is now an
inadequate amount of CPU, memory or network capacity. The result could
be a failure or decrease in response times of critical applications that share
the same virtualized hardware. In this example, looking for root causes
within the given application or virtual machine will not yield results - the root
cause is actually over provisioning and evidence is hidden within the logs of
virtualization infrastructure itself.
Cloud Computing Infrastructure
Like virtualization, the increasing use of cloud computing brings many benefits.
But when problems arise, the ability of an IT staff to identify the source of
the problem can be compromised when its visibility into operations stops at
the point of demarcation with the cloud. Cloud providers jealously guard the
internal logs so all you have to analyze is logs of the nodes (servers) that are
provisioned to you. Furthermore, ephemeral nature of nodes makes it more
difficult to troubleshoot. If you are not collecting and aggregating log data
in real-time from your nodes if those nodes fail due to your application or
operating system failure, those logs are gone forever. There is no chance to
learn and solve the issue to prevent future failures.
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Sumo Logic at Work

“We now have the ability
to quickly aggregate and
summarize key findings from
our log data.  This informs
us where performance
improvements can be
made in our web services
infrastructure and provides
early warning signs of
potential issues that can be
addressed proactively – before
they become problems.”

In the context of IT Operations, Sumo Logic plays a key role in ensuring smooth
operations of modern IT infrastructure by dramatically reducing the time it
takes to perform troubleshooting and root cause analysis. In addition, Sumo
Logic delivers analytics capabilities that can help IT teams better understand
utilization of their infrastructure, its performance characteristics, and deliver
insights into which areas need further capital investments.
Sumo Logic’s approach to log collection enables seamless collection in a nonintrusive way across your physical, virtual or cloud infrastructure. Our small
footprint collectors can be deployed locally or remotely from the devices they
are collecting from, or they can be baked right into your IaaS images such as
Amazon Machine Images (AMIs). Data can also be collected with zero footprint
through utilizing hosted collection (via https or directly from Amazon S3).
When something goes wrong within the IT infrastructure across data centers
and/or in the cloud, conducting root cause analysis and troubleshooting
in seconds is critical. The powerful combination of Sumo Logic Real-time
Forensics and LogReduce™ enables IT Operations Teams, to with nearzero latency, isolate dozens of log lines reporting a router failure from
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hundreds of thousands other log lines representing normal infrastructure
operations. Doing this at near-zero latency requires the ability to collect, index
and analyze the most up-to-date log data from all infrastructure components
without compromise.
LogReduce applied machine learning algorithms look for new patterns
and changes in patters to identify and bring forward those indicators of
failure. This is done without the user needing to write queries, look for specific
terms, or point the algorithms into a very narrow data set, such as a specific
router. LogReduce is designed to put your own data to work and help you find
things you’ve never seen before. Furthermore, Sumo Logic LogReduce does
not only help find root causes of past failures, it also helps observe subtle
changes in infrastructure behaviors over time, compare them to baselines, and
predict and prevent future failures. These capabilities are critical now more
than ever give the rapid adoption of new computing paradigms and growing
complexity of modern IT infrastructure.
Sumo Logic Push Analytics™ runs analytics in the background and can notify
you when important issues occur or behaviors detected in your log data
change, facilitating proactive operational monitoring and reducing downtime
and business impact.
Summary
Sumo Logic’s log management and analytics service provides an answer to the
challenge of quickly identifying the source of operational problems. The Sumo
Logic solution is rooted in three key advantages versus other approaches:
+ Sumo Logic collects all of the log data from IT infrastructure in real-time and
stores it in a secure central location.
+ Sumo Logic’s advanced analytic tools quickly get to the source of a problem
by reducing huge amounts of raw data into meaningful and digestible
insights about anomalies and behaviors.
+ Sumo Logic proactively alerts IT staff to the existence of operational issues
that may indicate a problem in its early stages.

